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ABSTRACT: Sensor networks are comprised of nodes that 

must cooperate to dynamically establish routes using wireless 

links. Routes may involve multiple hops with each node 

acting as a host and router. Since ad hoc networks typically 

work in an open entrusted environment with little physical 

security, they are subject to a number of unique security 

attacks like wormhole attack. The wormhole attack is 

considered a serious threat to the security in multi-hop ad hoc 

networks. This paper gives a bird eye over sensor network 

and wormhole attack. 
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I. INTRODUCTION 

A Network is use to connect the devices for sending and 

receiving the data. To install any network there are three 

basic needs. These are 1) Computers 2) Connecting Media 

and 3) Protocol. As the network is a way to provide 

communication between two or more than two devices. 

Whether, wireless network uses radio waves to connect 

devices such as laptops to the Internet and to your business 

network and its applications. When you connect a laptop to a 

WiFi hotspot at a cafe, hotel, airport lounge, or other public 

place, you're connecting to that business's wireless network. 

Using this approach the wireless LAN can create to establish 

it in a required area.  

The 802.11 standard is also called Wireless Ethernet or 

Wi-Fi by the Wireless Ethernet Compatibility Alliance, a 

group of industry-set, promoting interoperability between 

802.11 devices. 802.11 provide two ways to configure an ad 

hoc and wireless network infrastructure. Previously, there 

was a discussion of the wireless network may refer to a 

network, wherein all devices communicate without using a 

wired connection.  

Wireless networks are usually applied with some 

information about the remote transmission system that uses 

electromagnetic waves, such as radio waves; for the carrier 

and this implementation usually takes place at the physical 

level or "layer" of the network. 

An ad hoc network does not have a network 

infrastructure. This is a network which is spontaneously 

formed in order to meet the immediate need for 

communication between mobile nodes. Mobile ad-hoc 

network is operating in ad hoc manner.  

A mobile ad hoc network is a set of nodes that are able 

to change their position randomly, but can communicate. 

Coordinate with other nodes there no centralized device 

available. These nodes are able to send and receive data on 

their own. They can also perform routing. And the Ad-hoc 

network is very popular due to unstructured network. Due to 

this assets, there are so many practical application used in 

this time.  It can be used by the military.  

The border is the most sensitive area that communication 

must take place 24 hours. But at some point it is necessary to 

establish a network of instant communication. Time for Ad-

hoc network plays an effective role. At the time of natural 

disasters such as tsunamis, earth quack, tornadoes can 

destroy the infrastructure of the communication system 

together. Therefore, the rescue team can use the Ad-hoc 

network on the site. Mining is a dynamic sector that was 

changed after the mine each day. Therefore, the static grid 

can create problems in data communication. This is also an 

area in Ad-hoc network provides effective results. 

Wireless sensor networks facilitate monitoring of 

physical environments from remote locations with greater 

accuracy. They have applications in a variety of areas such as 

environmental monitoring, military purposes and the 

gathering of sensitive information in inhospitable places. 

Sensor nodes have various energy and computational 

constraints because of their ad hoc nature and low cost 

method of implementation. 

Above, the sensor arrays consists small number of sensor 

nodes that are connected to a central processing station. 

However, today, the focus is more on wireless nodes 

distributed detection. When the exact location of a particular 

phenomenon of distributed sensing can be placed closer to 

the phenomenon that a single sensor would be unknown.  

Moreover, in many cases, several sensor nodes are 

needed to overcome obstacles such as environmental barriers, 

limited aim, etc. In most cases, the environment to be 

monitored does not have an existing infrastructure for power 

or communication. It is essential for sensor nodes to survive 

in small finite energy sources and communicate through a 

wireless communication channel. Applications of Sensor 

Network 

Sensor networks have a variety of applications. 

Examples include environmental monitoring, which involves 

monitoring air soil and water, condition based maintenance, 

habitat monitoring (determination of the plant and animal 

populations of the species and behavior), seismic detection, 

military surveillance, inventory tracking, smart spaces, etc. in 

fact, due to the ubiquity of micro-sensors, sensor networks 

have the potential to revolutionize the way we understand 

and construct complex physical system. 

II. WORMHOLE ATTACK  

Wormhole attack is a type that occurs in the network 

layer. In worm-hole attack, a malicious node receives packets 

at one location in the network and tunnels to another location 

on the network where packets are sent over the network. This 

tunnel between two colluding attackers is considered a 

wormhole. This could be done via cable between two 

colluding attackers or a single wireless link without reaching. 

In this form of attack the attacker can create a wormhole even 

for packets not addressed to itself due to the broadcast nature 
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of the radio channel. The X and Y are malicious nodes that 

encapsulate data packets and tampered route length as shown 

in figure 1. 

 
Figure 1: Wormhole Attack 

There are many ways to send a data packet from the 

source S to D. but X and Y indicates the shortest path that 

does not exist. So wormhole occurs. Assume that node S 

wants to form a path to D and initiates the route discovery. 

When X receives the route request from S, X request 

encapsulates and tunnels direction Y through a network 

connection. When Y receives a request to route the 

encapsulated D, it will show that he only traveled {S -> X -> 

Y -> D}.  

After the opening of the route, the destination finds two 

routes S unequal length, one 4 and one 3 If Y tunnels 

response way back to X, S would be wrong to consider the 

DX way better than the way, D via A. This type of attack 

prevents other channels instead of the vortex to be 

discovered. 

III. WORMHOLE ATTACKS AND ITS TYPE 

There are three types of wormhole attacks. These are 

classified on the basis of its Nodes. There are open wormhole 

attack, half open wormhole attack and closed wormhole as 

shown in figure 2. 

 
Figure: 2 Types of Wormhole 

 Open Wormhole Attack: In this type of attack both nodes 

in the network are available to complete the 

communication in the network. The two nodes can 

modify the data and show them self in the way of route 

discovery. 

 Half Open Wormhole Attack: In this type of attack a node 

in the network is open to spoil data integrity. 

 Closed Wormhole Attack: When the tunnel has formed 

then both node hide them self from the network but act 

for modifying the data. They show the shortest path to 

send the data. 

The examples that include two malicious nodes consider 

M1 and M2, and represent the malicious nodes. S and D 

represent the good nodes as source and destination, and A, B 

etc. as the good nodes on the route. The nodes between the 

curly-braces (“{}”) are the nodes which are on the path but 

invisible to S and D because they are in a wormhole. 

In the wormhole attack, “closed,” means “start from and 

include,” and “open” means, “start from but not include”.  In 

figure 3, M1 and M2 tunnel the neighbour discovery beacons 

from S to D and vice versa, for this reason S and D assume 

that they are direct neighbours to each other.  

 
Figure 3: Closed Wormhole Attack 

M1 is a neighbour of S and it tunnels its beacons through 

M2 to D, only one malicious node is visible to S and D, as 

shown in figure 4.  

 
Figure 4: Half open wormhole attack 

In an open wormhole, both attackers are visible to S and 

D as shown in figure 5. It is seen that the majority of 

previous approaches to detect wormhole shows performance 

and fell on the higher complexity. 
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Figure 5: Open wormhole attack 

As mobile nodes operate with limited battery power, so 

that the development of a technique that can successfully 

defend against the attacks of wormholes is very necessary, 

while maintaining low complexity. The objective of this 

work is to develop a new approach that can successfully 

defend themselves against attacks wormholes and consume 

less energy for longer survival of MANET and the battery 

sensor network. 

IV.  RELATED WORK 

Nguyen et Al [20] Wormhole attacks in mobile ad hoc 

networks (MANET) have long been considered a serious 

threat to MANET’s routing. Most of the existing proposals 

rely on GPS devices and require that the node’s clocks are 

synchronized. Such constraints naturally lead to limitations 

of applicability since GPS does not operate well in obstructed 

areas, and clock synchronization in MANET is not always 

accurate.  

The authors [20] have proposed an efficient and simple 

way to detect wormhole attacks, using a technique called 

reference broadcast. GPS devices are not required, and clocks 

do not need to be synchronized. In fact, no particular 

assumption is made on the communication equipment. The 

authors have shown that solution given in this work can be 

easily implemented; using either the well-known routing 

protocol OLSR or any neighbor discovery protocol. The 

proposed solution also exhibits a high degree of accuracy in 

detecting wormhole attacks. 

Garcia et Al. [21] Wormhole attacks in ad-hoc networks 

have been attracting much attention over the years. They 

consist in two malicious nodes tunneling traffic from one end 

of the network to the other. Several approaches are proposed 

to detect these attacks but only few solutions exploit the 

information provided by multipath routing schemes. A new 

approach detecting wormhole attacks is presented in this 

paper. The Witness Integration Multipath protocol is based 

on the multipath DSR routing protocol and finds suspicious 

behavior related to wormhole attacks. It does not require any 

major protocol modification nor as much cryptographic 

processing as the previous solutions. 

The results obtained in this paper shows that the WIM-

DSR protocol is able to detect all strong open wormhole 

attacks with a very low rate of false positive alarms. This 

solution does not require any cryptographic processing by the 

intermediate nodes, if no attack takes place. In future works, 

the author will focus on relaxing the assumptions on which 

WIM-DSR relies. Specially, the author will investigate how 

to allow more malicious nodes. 

Yifeng et al. [22] the paper shows the technique for 

detection of wormhole attacks based on distance verification 

for mobile ad hoc network (MANETs) applications. A node 

estimates its distances to a sender node based on the received 

signal strength (RSS) of received packets, and uses them to 

verify against the distances computed from the location 

information in the packets. The verification is formulated as a 

hypothesis testing problem and a Neyman-Pearson approach 

is used to decide whether the sender node is under wormhole 

attack or not. An implementation of the Optimized Link State 

Routing (OLSR) protocol is discussed.  

A simple collaborative decision-making strategy is 

proposed to counter the limitations of distance verification by 

a single node. The proposed technique is computationally 

efficient. It is able to provide statistical performance 

measures for the detection results, an important component 

that has been missing in existing wormhole detection 

techniques. Finally, computer simulations are used to 

demonstrate the effectiveness and performance of the 

proposed technique. 

Maulik et al [23] MANETs use wireless medium for 

communication, these are vulnerable to many security 

attacks. The proposed paper has done the comprehensive 

review on the very recent state of the art research results on 

wormhole attacks and relevant mitigation measures. 100% of 

the works reviewed here are published in last five years, out 

of which 80% are published in last three years. The 

simulation results in NS2 helps to quantify the comparative 

performances of the different solutions proposed. 

Dhurandher, et al. [24] Wormhole attacks are considered 

as a severe security threat in multi-hop wireless ad hoc 

networks [11]. In this paper, the authors propose an Energy-

Efficient Scheme Immune to Wormhole attacks (our so-

called E2SIW). This protocol uses the location information of 

nodes to detect the presence of a wormhole, and in case a 

wormhole exists in the path, it finds alternate routes 

involving the nodes of the selected path so as to obtain a 

secure route to the destination.  

This protocol is capable of detecting wormhole attacks 

employing either hidden or participating malicious nodes. 

Simulations are conducted, showing that E2SIW can detect 

wormholes with a high detection rate, less overhead, and can 

consume less energy in less time, compared to the De Worm 

wormhole detection protocol, chosen as benchmark. 

`It is seen that the majority of previous approaches to 

detect wormhole shows performance and fell on the higher 

complexity. As mobile nodes operate with limited battery 

power, so that the development of a technique that can 

successfully defend against the attacks of wormholes is very 

necessary, while maintaining low complexity. The objective 

of this work is to develop a new approach that can 

successfully defend themselves against attacks wormholes 

and consume less energy for longer survival of MANET and 

the battery sensor network. 
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V. CONCLUSION 

This paper has focused on existing approach to detecting 

the wormhole and avoids the wormhole affected path as 

suggested by routing protocol but not to remove that 

wormhole. In existing work it seems that number of control 

packet has been increase because numerous of control packet 

has been send by beacon node to identify maximum hop 

distance in alternate path along with that there is also a need 

of calculating maximum hop distance that required various 

handshaking packet propagate over the network. So in future 

it needs to optimize the use of handshaking packet efficiently 

and try to minimized network over head.   . 
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